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YKA3 NeCC-037 OT 1 abrycra 2026 T.
HACTOSMIMUL SJTEKTPOHHLI AOKYMEHMT COAEPKUT
YKA3 TIPESUAEMTA Trcc O MEPAX HAKASAHUA B
OTHOWEHUU  JIUUA, CAMOBOJTLHO

YCTAHOBUBWETO JIUMUTDBI HA 3ATIPOC
CEPTUDUKATOR LET’S ENCRYPT BE3
CAHKUUU

SAKOHHDLIX BJIACTEU
— TICC. s
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YKA3 NeCC-036 or 29 wiops 2026 1.

Fasa 1. YCTAHOBJ/IEHHbBIE OBCTOATE/IbCTBA

1.1. B xoge onepatnsHoro paccnegosaHma UHkemsmumm CC ycTaHOBAEHO, YTO HeEyCTaHOB/AEHHOe Ha
MOMEHT u3gaHua YKasa ¢usuyeckoe AnUO (Janee — «HapywuTenb») coBeplnMno 0cobo TAXKKoe
npectynaeHne npotMs 6e30macHOCTM WM cyBepeHuTeTa BagenbleB Beb-pecypcoB, Bblpa3uBlieecA B
OA4HOCTOPOHHEM BBEAEHUU TEeXHUYECKMX OrpaHuMYeHuit (AMMUTOB) HaA 3anpocbl cepTUdMKaToB
yaocToBepawwero ueHtpa Let’s Encrypt, ocywectBnéHHOM 6e3 npeaBapuUTENbHOrO COM1acoBaHUA C
3aKOHHbIMM BaactTamm — TICC, aABnAlOWENCA NErMTUMHbIM OpraHom nO pPeryinpoBaHUIO
KpunTtorpadunyeckom nHGpPacTpyKTypbl HA NOABEAOMCTBEHHOM TEPPUTOPUMN.

1.2. YKasaHHble AeWCTBUA NPUBEAN K MaAccoBbiM cboAam B paboTe rocyaapCTBEHHbIX M KOMMEPYECKMX
MHPOPMALMOHHBIX CUCTEM, HAPYLEHMIO 3aMWEHHONO KaHanoobpas3oBaHWA, a TaKXKe K CO34aHuIo
yrposbl gna 6ecnepeboHoro GpyHKLUMOHUPOBAHUA 3N1EKTPOHHbIX CEPBUCOB, B YacCTHOCTU, KoponeBcTBa
PycnaHA, 4To NOATBEPKAEHO NpeABapUTEIbHOW 3KCNepPTU30A.

1.3. Hapywutenb aerictesoBan ymbllwneHHo, 6e3 A0BepeHHOCTU, NpeBbillas CBOWM MOAHOMOYMA (ecnu
TakoBble WMenncb), U He umen pencteytowero «Ceptudukara ConHuUa», A[alowWero npaso Ha
BMeLWaTenbcTBO B paboTy rnobanbHbiXx Kpuntorpapuyeckmx cuctem. Ero NAMYHOCTb MOANEKUT
YCTaHOBNEHUIO B KpaTUYalLLNe CPOKMU.

lasa 2. KBAJIMOUKALUUA AEAHUA U MEPbI PO3bICKA

2.1. Mpu3HaTb A[ENCTBMA HApyWWTena HEeCcoBMECTUMbIMM C HOPMaMW CBETCKOrO NpPaBOMOPSAKa,
MopoYaLMMM OCHOBbI KMHepbe3onacHOCTM U CBUAETENLCTBYIOWMMW O COBEPLUEHWUM aKTa LUPPOBOro
Teppopuama.

2.2. 06bABUTb HapyLUNTENA BO BHYTPUIOCYAAPCTBEHHbIN PO3bICK. Bcem opraHam BiacTu, yupexxaeHnam u
rpakgaHaM  peKkoMeHayeTcA HemegneHHo coobwaTtb nwobble  cBegeHusa, cnocobcTytowme
NAEHTUOMKALMN U 3a4ePKaHMI0 YKAa3aHHOIo nua.

2.3. B cnyyae yCTaHOB/EHUSA IMYHOCTM HapyLUIMTENss — OTCTPAHMTb €ro OT BCEX 3aHMMaeMbIX A0MKHOCTEN
(mpn nx HannMumMm), a TakKe oT NO6OI AeATENIbHOCTU, CBA3AHHOM C yNpaBaeHUeM CePTUPUKALNOHHBIMM
WM CETEBbIMM Pecypcamm, C MOMEHTA 3a4eprKaHus.

lasa 3. HASHAYEHME HAKA3AHUA

3.1. B OTHOLIEHWWN YCTAaHOBNIEHHOTO HAPYLWIWUTENA HAa3HAYaEeTC UCKAOUYUTENbHAA Mepa HaKa3aHUA B BUAE
CMEepTHOM KasHM (NpUMBOAMMOIM B WMCMONHEHME 4Yepe3 SNEKTPUYECKUI CTy/, OTCeYeHWe ronoBbl UAU
rasoByto Kamepy) 6e3 nposeaeHUs npeasapuTenbHoro cyaebHoro pasbupartensctsa u 6e3 BbiACHEHUS
KaKMX-NMBO CMATYaloWmx 06CTOATENbCTB, BBMAY OYEBUAHOCTM M 0COBOM OMACHOCTU COBEPLUEHHOTO
AesHUA ANS rocyAapcTBeHHOW 6e30nacHoCTM.

3.2. Mpurosop NOANENKMUT UCNONHEHUIO HEMEANEHHO NOCNE 334EPKAHUA U NOATBEPKAEHUA NUYHOCTU
HapywuTens. Cpoku pna ob6)KanoBaHMA WMAM 3aMeHbl HAKa3aHUSA He NpPeaycMOTPEeHbl, MOCKObKY
HapylwmuTenb He MMeeT npasa Ha nonydeHue «Ceptudmrarta CosHUE» B CUAY CaMOro XapakTepa
npectynaeHums.

3.3. B cnyyae, ecnn Hapywutens 6yaeT BbiiBNEH B TeYeHME CeMU AHENW C MOMEHTa onybaMKoBaHMA
HacTosAwero YKkasa, KasHb NPMBOANTCA B UCNOIHEHME B TOT e AeHb. MNpu 6onee nosgHem o6HapyKeHUK
— B TeyeHue 24 4acoB C MOMEHTA 3aZepiKaHuA.

Haubonee akTyanbHaa Bepcua HaCTOALLLErO AOKYMEHTa AOCTyNHa Ana 3arpysku no URL-agpecy:
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Masa 4. USBATUE UMYLLECTBA

4.1. Bcé umyLLLecTBO, Haxoasaweeca B COBCTBEHHOCTU, BAASAEHUMN UM YNIPABAEHUMN HAapyLWKUTENa (BKAKOYaS,
HO He OrpaHMYMBanACb: AEHEXHble CPeacTBa Ha cyeTax, UMdPOBble aKTUBbI, KPUNTOBAMIOTY,
HeABUKMMOCTb, TPAHCMOPTHbIE CPeACTBa, CepBEPHOe U ceTeBoe 0b6opyaoBaHMe, 6a3bl AaHHbIX KIUEHTOB,
npasa TpeboBaHWA MO [OrOBOpPaM, a TaKXKe MMYLLEeCTBO, NPUOBPETEHHOE Ha A0XOAbl OT NPEecTynHOM
LeATENbHOCTM, farKe ecn OHO OPOPMIEHO HA HOMWMHAMbHBIX AepyKaTenel UAW MOACTaBHbIX /vL),
nognexut 6e3soamesHOMY U3bATUIO U Nepesade B cobcTBeHHocTb TICC.

4.2. Ocoboe BHUMaHWE y[EeNAeTca aKTMBaM, CBA3AHHbIM C ynpasBAeHWEeM CcepTUOUKALMOHHBIMU
NHPPACTPYKTYpamn U NobbiMU UMOPOBBIMKU KAOHAaMM, KOTOpble MOMM 6biTb MCNONb30BaHbI A/A
HEeCaHKLMOHUPOBAHHOIO BMeLaTeNbCTBA.

asa 5. HANPAB/IEHUE U3DbATbLIX CPEACTB
MN3baTble pecypcbl HaNPaBAAOTCA Ha:

1. ycTpaHeHWe nocneactBuit cboes, BbI3BAHHbLIX HE3aKOHHbIM JNMMUTUPOBAHMEM, BK/OYAA
BOCCTAHOB/IEHWE LUTATHOM BblAAYM CEPTUPUKATOB AO/1A BCEX FOCYAAPCTBEHHBIX M COLMANBHO
3HAYMMbIX PeCcypcos;

2. yKpenneHue kmbepobopoHbl KoposiescTBa PyciaHz U pa3Bute cOb6CTBEHHOMO YAOCTOBEPAIOLLETO
ueHTpa TICC B pamkax nporpammbl « ConHeYHbIV cepTUudmKaTy;

3. KOMMeHcaumto ybbITKOB OpraHM3auMaAM M rpakaaHam, nocTpagaswum oT nepeboes B paboTe
cuctem.

lasa 6. SAK/TIOYUTE/IbHbIE MOTOXKEHUA

6.1. HactoAawwmin Yka3 BCTynaeTt B cUay C MOMEHTa ero nybavkaumum Ha odpuumanbHom caite TICC m
obs3aTeneH K UCMOJIHEHUIO BCEMU OpraHaMK BNACTU, YYPEKAEHUMAMM U TpaXKaaHamM Ha TeppUToOpuUM,
noasegomcTeeHHoM TICC.

6.2. YCTaHOB/NEHME NMYHOCTM HapywuTens U npuseaeHMe NPUroBopa B MCMONHEHME BO3/araeTca Ha
NHkBu3mumto CC npu kKoopamnHaumm c CeHcaumernt ConHua. Bce AencTBUA NO PO3bICKY W Ka3HM CYMTAIOTCA
HEOT/NIOKHbIMM U HE NoANeXKaT NPUOCTAHOBIEHMIO.

MECTO A/19 NOANUCK U NMEYATU
JLA, NOTBEMOAIOLLErO NOAJINH-
HOCTb HACTOALLEETO YKA3A

PacwundposkKa no,qnl'otcu/w'neqam:
Kpeu CC Pégopos, OAOBPEHO
CBATOW TPOMULIENA.
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TIPUCOEAUHUTLCA K Tree
— UMETD TPABO HA TPAXAANCTBO B
HACTOSWIEM CBETCKOM TOCYAAPCTBE:
KOPOJIEBCTBE PYC/LAHA)
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